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Abstract—We present MIRAGE, the first privacy-preserving
Provenance-based IDS (PIDS) that integrates Federated Learning
(FL) with graph representation learning to match centralized
detection accuracy while preserving privacy and improving
scalability. Building MIRAGE is non-trivial due to challenges in
federating graph-based models across clients with heterogeneous
logs, inconsistent semantic encodings, and temporally misaligned
data. To address these challenges, MIRAGE introduces a novel
process entity categorization-based ensemble, where specialized
submodels learn distinct system behaviors and avoid aggrega-
tion errors. To enable privacy-preserving semantic alignment,
MIRAGE designs a dual-server harmonization framework: one
server issues encryption keys, and the other aggregates encrypted
embeddings without accessing sensitive tokens. To remain robust
to temporal misalignment across clients, MIRAGE employs induc-
tive GNNs that eliminate the need for synchronized timestamps.
Evaluations on DARPA datasets show that MIRAGE matches the
detection accuracy of state-of-the-art PIDS and reduces network
communication costs by 170×, processes datasets in minutes
rather than hours.

I. INTRODUCTION

Intrusion Detection Systems (IDS) are crucial for countering
Advanced Persistent Threats (APTs) in enterprises, as high-
lighted by major attacks [8, 9]. To strengthen defenses, many
organizations turn to Managed Security Service Providers
(MSSPs). A survey [7] of over 5,000 IT professionals found
that 75% of companies use MSSPs. These providers integrate
with client systems and typically configure them to transmit
system logs to the cloud for centralized analysis. Figure 1
illustrates this MSSP architecture.

Recently, Provenance-based IDS (PIDS) [43, 48, 59, 62,
69, 78, 79, 83, 87] have proven highly effective by leveraging
the rich contextual information in system logs. These systems
transform system logs into provenance graphs and apply ma-
chine learning, particularly Graph Neural Networks (GNN), to
learn benign behavior patterns. By monitoring these patterns,
PIDS can detect deviations that may indicate potential security
threats. Upon detecting such anomalies, the PIDS generates
alerts for further investigation.

*Equal contribution.

Critical Limitations of Existing PIDS. Despite PIDS poten-
tial, the current operational mode of MSSPs and the state-of-
the-art PIDS face significant challenges in enterprise settings,
which are described below.
1. PRIVACY RISKS & CENTRALIZATION. Current PIDS de-
pend on centralized infrastructure, requiring clients to transmit
logs to a central server for aggregating large datasets and
enabling deep learning models to capture benign behavior.
This design introduces serious privacy risks [10, 35, 75], as
logs often contain sensitive information, such as URLs, IP ad-
dresses, and application usage. These concerns are supported
by a recent Datadog report [4]. Moreover, training on single-
machine data is insufficient. Our experiments with FLASH [69]
on the DARPA OpTC dataset [3] show a 40% F-score drop
when using single-host data compared to multi-host data.
2. NETWORK OVERHEADS. Many PIDS face critical chal-
lenges with network overhead and bandwidth constraints.
Transmitting large volumes of logs for intrusion detection im-
poses high costs on users and organizations. Modern systems
can produce gigabytes of logs daily [44, 45]. Our analysis
of FLASH [69] and KAIROS [23] using the OpTC dataset
(Section V-C) highlights these issues. Organizations similar
in scale to those in the OpTC dataset generate up to 1000 GB
of logs daily, leading to significant network expenses. Users
with limited bandwidth face difficulties uploading such large
amounts efficiently.
3. SCALABILITY ISSUES. As the number of hosts increases,
centralized PIDS suffer from log congestion, resulting in
detection delays and high storage demands [28]. FLASH and
KAIROS took 27.7 and 56.6 hours, respectively, to process
a single day’s OpTC logs. These extended processing times
compromise effective threat detection and response capabili-
ties, particularly in large-scale environments.

Combine FL with PIDS: Opportunity & Challenges. A
seemingly promising solution to mitigate privacy and scala-
bility limitations in centralized PIDS is to integrate Federated
Learning (FL) into their design. In such a federated PIDS
framework, each client constructs its local provenance graph,
encodes semantic attributes using local feature sets Fi, and
trains a local Graph Neural Network model GNNi. These
clients then transmit only their model updates, rather than raw
logs, to a central server, where the updates are aggregated
into a global model GNNglobal. This approach preserves data
locality and reduce bandwidth while enabling collaborative
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Fig. 1: The MSSP architecture for intrusion detection collects plain-
text system logs in a centralized storage. These logs are then analyzed
for intrusions. This setting risks privacy leaks if a threat actor or a
curious analyst within the MSSP accesses the logs.

learning across multiple hosts. However, simply combining
FL and PIDS introduces several new challenges that hinder
effectiveness:

C1 Feature Space Heterogeneity. Inconsistent encoding of
identical features across clients leads to difficulties in
model convergence and reduces the effectiveness of fed-
erated averaging. PIDS, such as FLASH [69], utilize a
Word2vec model to encode semantic attributes within a
provenance graph. Due to the inherent randomness of the
Word2vec algorithm, identical tokens t are encoded into
different vectors vi(t) by each client i, using their local
feature sets Fi. This variability disrupts the convergence
and efficacy of the aggregated global GNNglobal model
from local client models leading to suboptimal anomaly
detection performance, as detailed in [92].

C2 Data Imbalance & Heterogeneity Among Clients. Varia-
tions in data distribution and volume across clients, often
non-IID [89], pose challenges in training a global model
GNNglobal that performs uniformly well. Heterogeneous
data resulting from different client applications can lead
to suboptimal performance [68], and data imbalances can
cause models to be biased towards clients with more
extensive datasets, potentially overlooking unique patterns
in less-represented clients [31]. This issue is critical for
PIDS, as a biased GNNglobal may result in high false alarms,
undermining detection accuracy.

C3 Temporal Misalignment. This issue arises in PIDS which
uses Temporal Graph Networks (TGN) for threat detection.
Aggregating temporal graph models from clients with
temporally misaligned data challenges the creation of a
cohesive global model. Systems like KAIROS [23] and
ORTHRUS [49] employ TGN to trace the evolution of
system provenance graphs. However, federated learning’s
application across fragmented and misaligned client data
impedes effective federated averaging, leading to improper
alignment when aggregating models. This temporal con-
straint in TGN acts as a source of additional heterogeneity
and hinders the formation of a cohesive global model
GNNglobal.

We present MIRAGE, a privacy-preserving PIDS that ad-
dresses the core challenges of applying FL to PIDS. Prior
work [79] shows that graph-based models outperform tra-
ditional ML methods [25, 37] applied directly to system

logs [29, 81]. Building on this insight, MIRAGE introduces
Federated Provenance Graph Learning, combining FL’s
decentralized architecture with powerful graph representation
learning to capture the intricate relationships among system
entities. All major computations, including training, take place
locally on client machines, leveraging their resources for
real-time threat detection. This decentralized approach allows
MIRAGE to scale effectively as more hosts are added, with
each utilizing its own computing power and storage. To the
best of our knowledge, MIRAGE is the first system to achieve
accurate, scalable, and privacy-preserving federated PIDS.
1. PRIVACY-PRESERVING MODEL HARMONIZATION. To
tackle C1, we implement a Word2vec harmonization scheme
utilizing a dual-server architecture. In this setup, a central
server issues encryption keys to clients, allowing them to
securely encode Word2vec tokens. Subsequently, a utility
server processes these encrypted tokens and corresponding
vectors and to achieve a unified, privacy-preserving vector
representation. This design ensures consistent semantic
alignment across clients without exposing raw tokens,
maintaining the privacy of sensitive process names, file paths,
and network addresses.
2. ENTITY CATEGORIZATION ACROSS CLIENTS. To address
C2, MIRAGE employs a novel categorization scheme for
process entities, which enables consistent binning of similar
activities across all clients in a privacy-preserving manner.
The utility server collects encrypted process names and maps
them into Kcat global categories using a mapping function.
This standardized assignment ensures all clients use a shared
category structure for training.
3. ENSEMBLE GNN LEARNING. Built on top of the catego-
rization, we develop a GNN ensemble learning framework,
where each submodel specializes in learning patterns from a
specific process category. Clients align local process nodes to
global bins, extract corresponding provenance subgraphs, and
train category-specific models. These are aggregated across
clients into Kcat global submodels, forming the ensemble
GNNglobal. This setup merges models with similar data dis-
tributions and preserves distinct local patterns.
4. DECENTRALIZED ANOMALY DETECTION. To avoid C3,
MIRAGE employs an inductive GNN model [40], which
has been shown by prior work [69, 79, 87] to offer good
performance and is not affected by temporal dependencies.
Each client performs decentralized inference using the global
aggregated submodels, and a node is flagged as anomalous
if it is consistently misclassified across all Kcat submodels.
This detection leverages structural patterns without requiring
temporal synchronization across clients, making it inherently
robust to misaligned log timestamps. It also eliminates the
need for global graph construction, allowing detection to
proceed efficiently and independently on each client.
5. FORMAL PRIVACY ANALYSIS. MIRAGE provides formal
privacy guarantees to support its dual-server architecture. We
prove that (i) model updates sent to the central server provide
indistinguishability under dataset perturbations (Central Server
Privacy), (ii) the utility server cannot recover original tokens
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from semantic vectors (Utility Server Privacy), and (iii) mali-
cious clients cannot infer the presence of application-specific
tokens from the global model (Client-Level Privacy).

We evaluated MIRAGE using open-source datasets from
DARPA, including E3 [5], E5 [1], and OpTC [15]. The evalu-
ation covers four dimensions: (1) Accuracy, (2) Efficiency and
scalability, (3) Robustness, and (4) Privacy. For accuracy, we
compare MIRAGE against a vanilla privacy-preserving PIDS
baseline that combines FL with a state-of-the-art (SOTA)
PIDS. We find that MIRAGE significantly outperforms this
baseline. Since existing SOTA PIDS already achieve near-
perfect detection accuracy, the primary goal of MIRAGE is
to demonstrate that a privacy-preserving PIDS can be built
while maintaining similar performance. Our results show that
MIRAGE achieves an average precision of 96% and recall
of 97%, matching the accuracy of centralized SOTA PIDS.
To evaluate efficiency and scalability, we show that MIRAGE
achieves a 170-fold reduction in network communication costs
compared to centralized systems. Its decentralized design
enables much faster inference, bounded only by the slowest
client. MIRAGE completes the full OpTC dataset in a few
minutes, while existing PIDS require several hours.

II. RELATED WORK

ML-based IDS. ML techniques are widely used in threat
detection. ProvDetector [78] applies Doc2Vec [54] to prove-
nance graphs; Attack2Vec [73] uses temporally aware em-
beddings. DeepAid [41] classifies anomalous traffic, ProG-
rapher [83] combines Graph2Vec [66] and TextRCNN [53],
and StreamSpot [62] clusters graph features. Other sys-
tems [12, 13, 39, 63] explore varied embeddings; some focus
on malware [22, 47, 93]. DeepLog [29] uses RNNs on logs,
Euler [51] combines GNNs and RNNs, and MAGIC [48] uses
masked graph learning. MIRAGE is the first to combine feder-
ated learning with provenance-based IDS, addressing privacy,
scalability, and heterogeneity. DistDet [28] detects APTs using
Hierarchical System Event Trees (HSTs) to summarize local
system activity and reduce network overhead. However, this
summarization comes at the cost of expressiveness and privacy.
HSTs must be transmitted in plaintext to a central server,
exposing sensitive execution traces without any formal privacy
guarantees. More critically, HSTs encode flat, linear event se-
quences and lack the structural richness of provenance graphs,
limiting their ability to model complex causal and multi-entity
interactions. Anomalies are detected by identifying sequences
absent from a reference benign HST, a simplistic approach
that fails to generalize in dynamic environments and results in
frequent false positives.
Federating Learning in Threat Detection. Few IDS employ
federated learning, with most research centered on Network
Intrusion Detection. Examples include [60], proposing FL for
IoT threat detection, and [33], which introduces a differentially
private system for industrial IoT. [56] presents an efficient
network intrusion detection framework, while [38] addresses
non-IID data issues in FL for intrusion detection. MIRAGE
advances this area by being the first system to integrate FL

with graph-based learning techniques for host-based threat
detection using a categorization based GNN ensemble frame-
work and secure Word2vec harmonization. XFedGraph-Hunter
[76] employs FL and GNN for network intrusion detection,
while FedHE-Graph [61] introduces an FL-based intrusion-
detection mechanism in a single-server setting. Entente [82]
applies FL to graph-based network intrusion detection but does
not address semantic feature alignment across clients. Unlike
MIRAGE, however, these approaches lack semantic harmoniza-
tion which is essential for leveraging semantic feature vectors
and achieving detection performance on par with centralized
host-based intrusion detection systems.
Cryptographic Techniques. Cryptographic techniques, such
as Multi-Party Computation (MPC) [26] and Fully Homomor-
phic Encryption (FHE) [18], offer strong privacy guarantees.
MPC allows multiple parties to compute a function over their
inputs while keeping those inputs private, and FHE enables
computations on encrypted data. However, these methods face
significant challenges, including increased system complexity
and scalability issues [20, 30, 34], particularly with large
datasets [65]. For instance, host intrusion detection systems
often process terabytes of logs, making the computational
overhead of MPC or FHE impractical for real-time threat
detection [55]. In contrast, MIRAGE combines a scalable
encryption technique with federated learning to ensure both
scalability and privacy preservation.
Privacy-preserving FL. PrivateFL [84] tackles the hetero-
geneity caused by differential privacy (DP) in FL systems
through personalized data transformations to protect model
updates from inference attacks. Similarly, [16] applies FL
and DP to detect browser fingerprinting, and [27] introduces
secure federated averaging using homomorphic encryption.
Poseidon [72] utilizes multiparty cryptography for privacy-
preserving neural network training, while PpeFL [77] adopts
local DP for FL, addressing privacy and model performance
issues. Unlike these methods, MIRAGE introduces a privacy-
preserving multi-model server architecture that avoids DP-
induced noise, ensuring robust performance while resisting
inference attacks.

III. THREAT MODEL & ASSUMPTIONS

Our threat model assumes that the central server operates
with integrity, conducting the federated averaging process
without malicious objectives. However, we recognize the risk
that the central server could compromise the privacy of client
logs if raw system logs are transmitted to it [56, 60]. We also
consider the possibility of a curious central server attempting
membership inference attacks by utilizing the model weights.
Realism of Dual-Server (Non-Colluding) Architecture. Fol-
lowing precedent in cryptographic and federated learning sys-
tems [71, 80, 90], we assume the presence of a non-colluding,
trusted utility server. This assumption is not only standard
but also practically feasible. The utility server processes only
encrypted tokens and performs no learning or aggregation
itself, making its trust requirement minimal. It can be securely
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deployed within a Trusted Execution Environment (TEE) [64],
monitored by a trusted third-party mediator [14], or hosted
as a secure cloud compute instance [2] directly managed by
the organization. In this architecture, the central server is
responsible for aggregating and coordinating tasks, while the
utility server remains under the organization’s control. This
separation allows the utility server to be operated by trusted
internal IT teams, specialized third-party security firms, or a
dedicated cloud provider, all of whom prioritize data privacy
and encryption. Non-collusion could also be ensured through
strict legal agreements [71].
Client-Side Threat Considerations. For individual clients,
we expect that attackers could disguise their harmful activities
within benign data, making it difficult to distinguish between
legitimate and harmful actions. Our model also considers
the threat posed by zero-day vulnerabilities. Despite these
challenges, we assume that the activities of attackers will be
detectable in the system’s records (system logs).
Log Integrity. In line with prior studies on data prove-
nance [45, 48, 58, 69, 74, 78, 79, 83, 87], our approach relies
on the provenance collection system’s ability to accurately
record all system activities and changes. Additionally, we
ensure the integrity of audit logs is maintained through the
use of established tamper-resistant storage solutions, such
as [11, 67, 88]. Similar to other PIDS works, we assume the
absence of any attack activities during the training phase.

IV. DESIGN

A. Problem Statement

MIRAGE aims to detect anomalous
nodes in client-specific provenance graphs
{PGClient1, PGClient2, . . . , PGClientN}, which are
constructed from system logs on a set of decentralized clients
C. These anomalies represent deviations from benign behavior
and are indicative of potential security threats.

To achieve this, MIRAGE employs a novel adaptation of
Federated Learning (FL) to collaboratively train a set of global
GNN models GNN global = {GNN1, GNN2, . . . , GNNKcat}
without requiring raw log data to leave client machines.
Each client locally optimizes its model by minimizing a loss
function Li(w) and returns its updated model weights wi to the
central server. The global model is updated iteratively using
federated averaging: w ← 1

N

∑N
i=1 wi, where N represents the

total number of clients. This decentralized approach preserves
privacy while enabling the detection of threats across diverse
and distributed system logs. The key notations for our system
are summarized in Table I.

B. Provenance Graph Constructor

MIRAGE builds a system provenance graph on each client
using local system logs. It leverages built-in logging tools,
such as Linux Audit [6], which record detailed system ac-
tivities. These include process executions, file accesses, and
network events. MIRAGE constructs a graph where nodes
represent entities like processes, files, and sockets. Edges cor-
respond to syscalls capturing interactions between them. Each

TABLE I: Key notations used in MIRAGE’s design.

Notation Definition

N Total number of clients in federated learning.

Kcat Number of categories for process entities.

C = {C1, C2, . . . , CN} Set of all client machines.

PGClienti = (Vi, Ei) Provenance graph for client i, with nodes Vi and
edges Ei.

GNN global =
{GNN1, . . . , GNNKcat}

Set of global GNN models, one per category.

w
(r)
j Weights of global GNN for category j after round

r.

Pglobal Global set of unique process entities.

ψ(p) Categorization map assigning process p to cate-
gory Cj .

yv True label of node v.

ŷjv Predicted label of node v by submodel j.

v′k Semantic embedding for attribute k, produced by
a client’s local Word2vec model.

Mw2v-harm Harmonized Word2vec model that converts con-
textual attributes into vector space.

L(r) Loss function value after round r.

node is enriched with attributes such as process names, com-
mand lines, file names, and IP addresses. Prior work [23, 69]
shows these attributes help the model learn normal system
behavior.

C. Word2vec Model Generation

After each client machine Ci ∈ C generates its local
provenance graph PGClienti = (Vi, Ei), the node attributes
in Vi are converted into feature vectors for the subsequent
graph learning phase. Existing systems, such as FLASH [69],
have demonstrated the effectiveness of leveraging semantic
attributes of nodes to enhance detection performance. System
logs contain rich attributes associated with various entities,
including process names, file paths, and network IP addresses.
These attributes must be transformed into vector space to serve
as node features for the global GNN models.

For this encoding, we employ the Word2vec model which
processes different semantic attributes based on node types:
1) Process: Process name and command-line arguments. 2)
File: File path. 3) Socket: IP addresses and port. For each
node v ∈ Vi, we extract its 1-hop subgraph by collecting
all neighbors of v. We transform this node subgraph into a
“document” by combining:
1) The semantic attributes of v.
2) The types of causal events captured along the edges.
3) The relevant attributes of its neighbor nodes.

These node-centric documents are then encoded into fixed-
length vectors via Word2vec, which is trained on benign
system logs. This approach effectively captures the semantic
relationships between terms, producing dense embeddings that
serve as node features for graph representation learning.

D. Privacy-preserving Model Harmonization

Addressing Token Variability Across Clients. Each client
independently trains a Word2vec model using their local logs
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Fig. 2: High-level architecture of MIRAGE. In the training phase, our system builds local provenance graphs for each client and trains an
ensemble of GNN models. Prior to this, we harmonize Word2vec models in a privacy preserving manner using encryption and dual-server
architecture for semantic encoding. The local GNN models participate in federated learning to develop a global GNNglobal model, which is
then utilized for anomaly detection. Notations are defined in Table I.

for feature encoding. However, before these models can be uti-
lized to encode text attributes effectively, we merge individual
client Word2vec models into a unified model Mw2v-harm for
use across all clients. Without it, each client would produce
a different encoding, via, for identical inputs, where i denotes
the client. The variability in feature vectors, {v1a, v2a, . . . , vNa },
for the same attribute a across N clients, would compromise
the consistency of client-based GNN models. To ensure uni-
formity, the feature vectors for overlapping attributes must be
averaged across clients.

Our system harmonizes only the tokens that overlap in
the Word2vec models across clients. Tokens that do not
overlap are not averaged and remain unchanged. While clients
share common activities due to standard system-level routines,
some variations and patterns are unique to each client. Non-
overlapping tokens preserve these unique patterns; however,
they contribute to additional heterogeneity, which cannot be
eliminated through harmonization. If these unique patterns are
not accurately learned, they can lead to high false alarm rates.
To capture these distinct local variations between clients, we
have developed a novel ensemble GNN learning framework,
detailed in Section IV-F, where each submodel specializes
in distinct system patterns across clients, enhancing model
precision as shown in Section V. To better understand the
degree of overlap in real-world settings, we now turn to an
examination of client token overlap statistics.
Overlap Statistics Across Clients. Our experiments with the
OpTC dataset revealed that, on average, different hosts can
have up to 75% overlap in process names, 41% in files, and
60% in network flows in the system logs. This finding aligns
with related work [69], which shows that many system-level
processes and files are common across different systems. In
a centralized PIDS, these attributes are learned by a single
semantic model, mapping them to the same embedding space.
In contrast, a federated setting, where each client trains its own

model, can introduce model bias into the token embeddings,
complicating the convergence for downstream GNN models
using these vectors. To address this, it is essential to harmonize
overlapping tokens to provide the model with a unified under-
standing of the semantic information present in system logs.
However, to achieve this harmonization securely and without
compromising user privacy, we employ an encryption-based
strategy, as described next.
Harmonization with Encryption. Transferring tokens, con-
taining sensitive data like process names, file names, and IP
addresses, to a central server could breach user privacy. To
mitigate this, we employ a trusted utility server. Initially, the
central server uses Fernet symmetric key encryption [21, 46]
to generate an encryption key, which is distributed to clients.
Clients then encrypt their Word2vec token identifiers (vo-
cabulary strings) using the shared key, t̃ = Enc(t, key),
and send pairs (t̃,vt) (where vt is the plaintext embedding
vector for token t) to the utility server. The utility server
merges by matching t̃, averages the corresponding plaintext
vectors, and dispatches the harmonized mapping back to
clients (who may decrypt identifiers locally when needed),
ensuring neither server learns the raw tokens assuming no
collusion (Algorithm 2 in Appendix). Note that only token
identifiers are encrypted; embedding vectors are transmitted
in plaintext, which suffices because the servers never observe
the underlying token strings and cannot link vectors to human-
interpretable attributes without those identifiers.

E. Process Entity Categorization

During our initial experiments (Table V), we found that a
single GNN global cannot achieve good detection performance
in an FL setting due to the diverse and heterogeneous distribu-
tions of clients data. The disparity in data distributions among
N clients poses a significant challenge in effectively training a
unified model that can generalize well across all clients, since
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the global model struggles to capture the unique characteristics
and patterns inherent in each client’s data. To address this
limitation, we developed a comprehensive framework that
organizes process entities across different clients into distinct
groups. Each category is modeled by a dedicated submodel,
enabling it to focus on the unique distribution and intricate
patterns of its assigned category and thereby enhance overall
detection performance.

The framework leverages a central utility server to or-
chestrate the categorization of process entities. Specifically,
it proceeds in three main steps:
1) Collection of Encrypted Process Names. Each client Ci ∈
C transmits an encrypted list of its process names to the
utility server. The server merges these into a global list of
unique process entities, denoted by Pglobal.

2) Random Categorization. The utility server applies the
categorization map ψ(p) to randomly partition all process
names in Pglobal into Kcat categories. Although the parti-
tioning is random, it is performed only once at the global
level, ensuring that any process name p is consistently
mapped to the same category j across all clients, i.e.,
ψ(p) = j.

3) Distribution of Categories. Finally, the resulting category
assignments are disseminated back to each client, guaran-
teeing a unified and consistent mapping of processes into
categorized bins across the federated network.

F. FL with Categorized GNN Ensemble Learning
Once the categorized bins of processes have been gener-

ated, we train specialized GNN models for each bin. Each
GNN global submodel focuses on a standardized subset of
processes across clients, identified through entity categoriza-
tion. This approach effectively captures distinct patterns and
structures while reducing data heterogeneity. Our method
proceeds in three main steps, as detailed in Algorithm 1.

Step 1: Initialization. As in Step 1 of Algorithm 1, the
central server initializes the global GNN models, GNN global,
with random weights w(0)

j . The server then transmits these
initial weights w(0)

j to all clients in C.
Step 2: Local Model Training. Each client Ci organizes

its local processes into bins based on the assigned cate-
gories, ψ(p) which it gets using the methodology detailed in
section IV-E. From each category bin, the client constructs
a provenance subgraph capturing the local relationships of
processes within that category. The neighborhood hop length
of these subgraphs matches the number of graph convolution
layers in GNN global, ensuring the model has sufficient neigh-
borhood information for each node. Each client then leverages
these categorized subgraphs, along with semantic feature vec-
tors, to train the GNN models in an unsupervised manner.
Similar to the approach in FLASH, the objective of each GNN
submodel is to classify every node v into its corresponding
type, yielding predictions ŷjv . This localized, category-focused
training ensures that each submodel effectively captures the
unique structures and distributions within each category for
the client’s data.

Algorithm 1: Training and federated aggregation of
category-specific submodels.

Inputs : Categorization map ψ; number of categories Kcat; client
set C; number of FL rounds R

Output: Trained global GNN models GNNglobal

1 foreach category j ∈ {1, . . . ,Kcat} do
2 w

(0)
j ← InitializeRandomWeights()

3 end
4 Broadcast {w(0)

1 , . . . , w
(0)
Kcat

} to all clients Ci ∈ C

5 for r ← 1 to R do
6 foreach client Ci ∈ C do
7 foreach category j ∈ {1, . . . ,Kcat} do
8 V(i)

j ← { p ∈ Ci | ψ(p) = j }
9 PG(i)

j ← ExtractSubgraph(PGClienti,V
(i)
j )

10 w
(i,r)
j ← LocalTrain(w(r−1)

j , PG(i)
j )

11 end
12 Send {w(i,r)

1 , . . . , w
(i,r)
Kcat

} to the Central Server
13 end
14 foreach category j ∈ {1, . . . ,Kcat} do
15 w

(r)
j ← FederatedAveraging

(
{w(i,r)

j | Ci ∈ C}
)

16 end
17 Broadcast {w(r)

1 , . . . , w
(r)
Kcat

} to all clients Ci ∈ C
18 end

19 return GNNglobal ← {w
(R)
1 , w

(R)
2 , . . . , w

(R)
Kcat

}

Step 3: Federated Averaging and Category-Based Aggre-
gation. As in Step 2 of Algorithm 1, the server collects the up-
dated parameters from all N clients for each category-specific
submodel. It then applies the federated averaging algorithm
to merge these parameters, computing w̄ = 1

N

∑N
i=1 wi for

each category’s global submodel. Because every submodel is
trained on processes belonging to the same category across
all clients, the data distributions within each submodel are
more homogeneous, effectively addressing data heterogeneity.
This category-based aggregation integrates knowledge gained
from multiple clients, leading to robust, specialized global
models. It is important to note that the central server receives
only the model weights from clients; no raw system log data
is transmitted to it. Steps 1–3 of Algorithm 1 are repeated
for R rounds, concluding once there is no further reduction
in the training loss L(r). The resulting ensemble of global
submodels, each attuned to a distinct process category, pro-
vides a comprehensive solution that balances the diverse data
distributions across clients while preserving privacy.

G. GNN-based Anomaly Detection

MIRAGE employs a node level detection methodology fo-
cusing on identifying irregular nodes through the compar-
ison of their expected and observed types. This approach
is grounded in a detailed analysis of both the surrounding
structures and inherent properties of the nodes, to define
normal pattern baselines for various node types. Typically,
entities with malicious intentions display neighborhood struc-
tures and characteristics deviating from these established
norms as shown in previous work [23, 69, 83]. In operational
phases, the detection of anomalies that diverge from the pre-
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established node distribution patterns often results in their
misclassification. The emergence of nodes misclassified in the
system’s output is indicative of potential security issues.

MIRAGE performs threat detection in a de-
centralized manner on clients’ provenance graphs
({PGClient1, PGClient2, . . . ,
PGClientN}) in an organization. For a given provenance
graph PGClienti, MIRAGE uses the GNN global {GNN1,
GNN2, . . . , GNNKcat

} trained using federated learning.
Each submodel performs inference on the client’s full
provenance graph, utilizing the nodes’ features Xv and the
graph’s adjacency matrix A to predict each node v’s label ŷjv .
Let us define a misclassification indicator M(v, j) as

M(v, j) =

{
1, if ŷjv ̸= yv,

0, otherwise.

Accordingly, a node v is identified as an anomaly if it is
misclassified by all submodels, i.e.,

A(v) =

{
1, if

∑Kcat

j=1 M(v, j) = Kcat,

0, otherwise.

This indicates that none of the submodels recognize the
neighborhood structure or features displayed by v, prompting
its classification as an anomaly. To regulate the frequency
of alerts, we define a threshold T similar to FLASH. This
parameter sets a threshold on the likelihood of a classification
being considered valid, with a higher value of T implying
stronger confidence and increasing the probability of identify-
ing anomalies.

V. EVALUATION

Our evaluation experiments are conducted on a machine
running Ubuntu 18.04.6 LTS, equipped with a 10-core Intel
CPU, NVIDIA RTX 2080 GPU, and 120 GB of memory. In
our experiments, we set the federated learning rounds and the
number of categorized GNN to 10 per host. Each model is
trained for 20 epochs per round. We use regularization and
dropout layers in our models to avoid overfitting. To evaluate
MIRAGE, we address the following research questions:
• RQ1. How does MIRAGE compare to vanilla privacy-

preserving PIDS in terms of detection performance? (Sec-
tion V-A)

• RQ2. How does MIRAGE compare to existing PIDS in terms
of detection performance? (Section V-B)

• RQ3. How scalable is MIRAGE in an enterprise-level setting
with multiple host machines? (Section V-C)

• RQ4. What is the resource consumption of various compo-
nents of MIRAGE and its end-to-end processing time on a
client machine? (Section V-D)

• RQ5. What does the ablation study reveal about MIRAGE’s
effectiveness across key factors? (Appendix B)

Implementation. MIRAGE is developed in Python with
around 6000 lines of code. It leverages the PyTorch and Torch
Geometric libraries to implement the federated provenance
graph learning framework. The graph learning framework

uses the GraphSAGE [40] family of GNN. Our architecture
consists of two graph convolution layers with a Tanh activation
function in between. The last layer uses a softmax function to
output class probabilities for the nodes. For implementing the
Word2vec model, we employ the Gensim library. Secure com-
munication between clients and the utility server is ensured
through Python’s Cryptography module. The federated averag-
ing, semantic vector harmonization, and entity categorization
modules are implemented as individual Python functions on
the central and utility servers.

Datasets. We have utilized the DARPA E3 [5], E5 [1], and
OpTC [3] datasets for our evaluation. These datasets contain
real-world APT attacks observed in enterprise networks. The
attack traces they include are stealthy, span several days,
and mirror the characteristics of actual APTs. Consequently,
achieving strong detection accuracy on these datasets indicates
that our system can deliver comparable performance in real-
world deployments. Furthermore, these datasets incorporate
logs of various sizes from Linux, FreeBSD, Android, and
Windows operating systems. Our system’s robust detection
accuracy across all datasets demonstrates its effective gener-
alization to heterogeneous platforms with differing log sizes,
reaching performance levels on par with state-of-the-art cen-
tralized PIDS. Notably, the datasets capture APT attacks of
varying stealthiness, with the proportion of malicious nodes
ranging from 0.05% in OpTC to 6% in E5, and E3. The low
infiltration rate in OpTC underscores the system’s capacity
for detecting highly stealthy adversaries, whereas the more
widespread attacks in E3 and E5 highlight the resilience
of our approach when confronted with a higher density of
malicious nodes. Collectively, these datasets serve as a strong
benchmark to evaluate the scalability and adaptability of our
system. Each DARPA dataset is accompanied by ground truth
documents that aid in distinguishing benign events from mali-
cious ones. For this evaluation, we employ attack labels from
existing systems such as ThreaTrace, KAIROS, and FLASH.
ATLASv2 [70] is another recent dataset containing APT attack
traces, but we did not evaluate it because it only includes
data from two hosts, making it unrepresentative of a typical
federated learning scenario.

Detectors for comparison. To benchmark our system, we
compare against state-of-the-art PIDS. MAGIC [48] applies
masked graph representation learning to identify threats.
FLASH [69], another node-level system, leverages semantic
feature vectors and an embedding recycling database for
enhanced detection and efficiency. As shown in Table III,
FLASH surpasses and thus serves as our primary baseline.
We also include ORTHRUS [49] and KAIROS [23], which
use temporal graph networks to capture system behavior over
time. We exclude Streamspot [62] and ThreaTrace [79] as
they are outperformed by FLASH and KAIROS. While DIS-
DET [28], Prographer [83], and Shadewatcher [87] are notable,
we exclude them due to closed-source code or proprietary
components limiting reproducibility. Moreover, FLASH and
ORTHRUS have already demonstrated superior performance
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TABLE II: Comparison of MIRAGE against vanilla privacy-preserving PIDS as baseline.

Dataset
Baseline MIRAGE

Precision Recall F1-score TP FP FN TN Precision Recall F1-score TP FP FN TN

E3-CADETS 0.64 0.99 0.78 12846 7243 4 699725 0.97 0.99 0.98 12846 389 6 706,577

E3-TRACE 0.85 0.99 0.92 67357 11390 20 2404623 0.95 0.99 0.97 67357 3196 26 2,412,811

E3-THEIA 0.69 0.99 0.81 25314 11337 38 3493999 0.95 0.99 0.97 25313 1211 49 3,504,115

OpTC 0.36 0.99 0.53 649 1142 1 1286213 0.90 0.92 0.91 596 65 54 1,287,290

E5-CADETS 0.76 0.99 0.86 40098 12356 10 1258638 0.96 0.99 0.97 40096 1844 12 1,269,150

E5-THEIA 0.73 0.99 0.84 54810 20767 270 1250910 0.99 0.99 0.99 54803 277 197 1,271,480

E5-ClearScope 0.79 0.97 0.88 13670 3491 397 79857 0.99 0.97 0.99 13679 3 388 83345

over Prographer [83] and Shadewatcher [87]. We provide
more details on why DISDET is unsuitable for comparison in
Section II. It is important to note that, similar to existing works
(e.g., KAIROS, Shadewatcher, and Prographer), MIRAGE con-
siders only three node types in provenance graphs: processes,
files, and sockets. However, in the E3 dataset, FLASH has
also been evaluated using additional node types. Therefore,
we executed FLASH using these three node types to report the
results in Table III.

A. RQ1: Detection Performance Against a Vanilla Privacy-
Preserving PIDS

We conducted experiments to analyze the detection perfor-
mance of MIRAGE compared to a vanilla privacy-preserving
PIDS, constructed by naively applying FL to the FLASH
system. To simulate this setup, we operated FLASH in a
decentralized manner: each client locally trained Word2vec
to encode semantic features and then trained their own GNN
models. These models were subsequently aggregated into a
global model using the standard federated averaging algorithm.

We evaluated MIRAGE on the DARPA E3, E5, and OpTC
datasets. E3 includes scenarios like Cadets, Theia, and Trace,
each representing logs from a single host. We treated each
scenario as a separate client, trained local GNN models, and
performed 10 rounds of federated averaging. The global model
was then evaluated on the corresponding attack logs. E5
is similarly structured but each scenario includes logs from
three hosts. For the OpTC dataset, we used 10 hosts selected
randomly for inclusion in our federated provenance graph
learning experiment. Additionally, we conducted an enterprise-
level analysis using all 1000 hosts from the OpTC dataset, the
results of which are detailed in Section V-C. In all datasets,
we trained on benign logs and evaluated on attack logs that
appear chronologically after. For example, OpTC contains six
days of benign and three days of attack logs, and we evaluated
MIRAGE across all attack days. Detection metrics matched
those used by prior node-level detectors, including ThreaTrace,
MAGIC, and FLASH.

The results are shown in Table II. MIRAGE consistently
outperforms the vanilla FL FLASH across all detection metrics.
This performance gain is due to MIRAGE ’s use of Word2vec
harmonization and categorization-based ensemble learning,
which effectively handle data heterogeneity. In contrast, the

vanilla FL FLASH lacks mechanisms to address such het-
erogeneity, resulting in degraded detection performance. We
observed similar degradation with other centralized PIDS as
well, which can be attributed to the absence of specialized
mechanisms for handling heterogeneity in decentralized model
training settings.

B. RQ2: Detection Performance Against PIDS

We conducted experiments to assess how MIRAGE com-
pares with other systems in terms of detection performance.
We used the same experimental setup and datasets described
in RQ1. Table III shows that MIRAGE’s performance is
comparable to MAGIC, FLASH, KAIROS, and ORTHRUS
despite data heterogeneity, diverse log patterns, and data
imbalance. KAIROS’s evaluation uses coarser time-window
granularity compared to the node-level granularity of FLASH
and MIRAGE, yet our results remain competitive. In some
scenarios, MIRAGE exhibits slightly lower precision than
centralized PIDS systems due to decentralized training, where
each client learns from a limited and locally biased view
of system behavior. Without full global context, certain rare
benign patterns may appear anomalous to local models, lead-
ing to modest increases in false positives.1 Beyond detection
performance, MIRAGE offers privacy-preserving features and
decentralized, scalable operation, emphasizing its practicality
in real-world deployments.

C. RQ3: Scalability in Enterprise settings

We evaluated MIRAGE ’s scalability using the OpTC
dataset, which simulates a large enterprise environment with
numerous hosts. We compared MIRAGE to centralized systems
like FLASH and KAIROS, focusing on network and processing
overhead.
Network Overhead:. We estimate this cost for the FLASH
and KAIROS system using the OpTC dataset. Each host within
OpTC produces approximately 1GB of audit logs daily, equat-
ing to nearly one million audit events. For an organization with

1We excluded KAIROS on E3 Trace and ORTHRUS from both E3 Trace
and OpTC benchmarks due to missing results in their original publications.
Further, unlike FLASH, both KAIROS and ORTHRUS are built on Temporal
Graph Network (TGN) architectures, which are highly sensitive to time-
window selection and require extensive hyper-parameter tuning to achieve
stable performance. Despite multiple efforts, we were unable to reproduce
satisfactory results on these datasets using their open-source implementations.
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TABLE III: Comparison of MIRAGE with SOTA PIDS. Prec.: Precision; Rec.: Recall; F1.: F1-Score. While FLASH performs slightly better,
MIRAGE offers strong privacy and scalability through decentralization. Refer to SOTA PIDS papers for their FP/FN details. The fraction in
parentheses for Mirage indicates how many systems (out of the total compared) it outperforms or matches on that metric.

Dataset MAGIC [48] FLASH [69] KAIROS [23] ORTHRUS [49] MIRAGE

Prec. Rec. F1. Prec. Rec. F1. Prec. Rec. F1. Prec. Rec. F1. Prec. Rec. F1.

E3-CADETS 0.94 0.99 0.97 0.99 0.99 0.99 0.80 1.00 0.89 0.52 0.37 0.43 0.97 (3/4) 0.99 (3/4) 0.98 (3/4)

E3-TRACE 0.99 0.99 0.99 0.99 0.99 0.99 – – – – – – 0.95 (0/2) 0.99 (2/2) 0.97 (0/2)

E3-THEIA 0.98 0.99 0.99 0.99 0.99 0.99 0.91 1.00 0.95 0.81 0.40 0.54 0.95 (2/4) 0.99 (3/4) 0.97 (2/4)

OpTC – – – 0.93 0.92 0.93 0.84 1.00 0.91 – – – 0.90 (1/2) 0.92 (1/2) 0.91 (1/2)

E5-CADETS 0.00 1.00 0.00 0.97 0.99 0.98 1.00 1.00 1.00 0.17 0.02 0.03 0.96 (2/4) 0.99 (3/4) 0.97 (2/4)

E5-THEIA 0.00 0.00 0.00 0.99 0.99 0.99 0.67 1.00 0.80 0.87 0.19 0.31 0.99 (4/4) 0.99 (3/4) 0.99 (4/4)

E5-ClearScope 0.00 1.00 0.00 0.99 0.96 0.98 0.67 1.00 0.80 0.33 0.08 0.13 0.99 (4/4) 0.97 (3/4) 0.99 (4/4)

1,000 hosts, the total daily log volume would be 1,000 GB.
This data volume necessitates transmission over the network
to a central server operating the PIDS. In contrast, MIRAGE
achieves a significant reduction in these overheads. The only
network expenses for MIRAGE arise from the transmission of
the GNN and Word2vec models; the GNN model is roughly
13KB, while the average Word2vec model is 6 MB. Thus, the
communication cost with the central server would be 12.70
MB, and for the utility server, it would be 5.86 GB. Hence,
the network latency of model communications in MIRAGE
is minimal compared to centralized systems where the raw
system logs need to be sent over the network. Ultimately,
MIRAGE results in a 170-fold decrease in communication costs
compared to centralized PIDS.
Processing Overhead:. Additionally, FLASH processes one
million events in about 100 seconds, implying that processing
events from 1,000 clients would necessitate approximately
27.7 hours. In contrast, KAIROS processes 57,000 events in
11.6 seconds, leading to a processing time of 204 seconds
for one million events. Consequently, processing data from
1,000 clients with KAIROS would require around 56.6 hours.
Compared to existing systems, MIRAGE processes client logs
in a decentralized manner and the total processing time is
bounded by the client with the most log data; it will only
take approximately 3 minutes to run inference on the complete
OpTC dataset. The central and utility servers conduct a simple
mean operation on the models, taking only a few seconds.

D. RQ4: Resource consumption & Overheads

Resource Consumption. We conducted experiments to an-
alyze the resource consumption of the central, utility server,
and client-side modules of MIRAGE. We modeled the resource
utilization on a client machine using different batches of audit
events of varying sizes. For the central and utility servers,
we studied resource consumption by varying the number of
clients to understand the demands of federated averaging
and semantic vector harmonization. The results, depicted in
Figure 3, indicate that MIRAGE’s resource consumption is
moderate. Specifically, MIRAGE can process up to 100,000
audit events simultaneously while consuming less than 900
MB of memory and utilizing less than 20% of CPU resources.
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Fig. 3: Resource consumption of various components of MIRAGE.

This performance suggests that MIRAGE does not significantly
burden the client machine, especially considering the typically
low event throughput on such machines. Additionally, our
analysis of the host data in the OpTC dataset shows that, on
average, each client generates approximately 100,000 audit log
events within a three-hour period. For the central and utility
servers, the resource usage is minimal, demonstrating that our
architecture is scalable and suitable for large organizations
with many clients.

Processing Time Analysis. We conducted experiments to
study the end-to-end processing time of our system for a
client machine. For this, we used batches of audit events of
various sizes, conducting end-to-end inference with MIRAGE

9



5 10 15
Log Events (x10^4)

10

20

30

Ti
m

e 
(S

ec
)

Fig. 4: Processing time for various audit event sizes evaluated using
OpTC dataset.

to measure the time taken to process these events on a client
machine. The results, illustrated in Figure 4, demonstrate
that MIRAGE processes events with notable efficiency. For
example, it requires approximately 23 seconds to process
a batch of 100,000 events. Given our previous analysis of
host logs in the OpTC dataset, which indicated that each
host generates an average of 100,000 events in three hours,
MIRAGE can process 24 hours worth of log data on a client
in merely 3 minutes. This level of efficiency ensures that
our system is highly effective, preventing any potential log
congestion.

VI. DISCUSSION & FUTURE WORK

Unseen Tokens in Semantic Encoder. MIRAGE uses
Word2vec models to encode semantic attributes, but these
models only generate embeddings for previously seen tokens,
degrading feature quality for new nodes with unseen tokens.
Node representations in MIRAGE combine semantic attributes
with neighboring system calls, but for unseen tokens, sys-
tem calls dominate, as in ThreaTrace [79]. More frequent
Word2vec retraining or adopting subword-level models like
fastText [50], which build embeddings from subword units,
can improve coverage. Tokenization methods like Byte-Pair
Encoding [17] further aid by breaking unknown words into
smaller components.
Scalability Bottlenecks. As MIRAGE scales to large enter-
prise networks, two key bottlenecks emerge: (i) the utility
server may face throughput limits due to processing encrypted
tokens from all clients, and (ii) aggregating frequent model
updates from many clients risks state explosion, increasing
bandwidth and computational costs. MIRAGE mitigates these
via lightweight models, ensemble learning over categorized
system activities, and submodel aggregation. To further scale,
we plan to explore hierarchical federation [91], model com-
pression [24], selective update aggregation [85], and robust
communication protocols [52].
GraphSage Over Others. We adopt GraphSAGE as our base
GNN due to its inductive capability and efficient minibatch
training, both well-suited for federated settings. Compared
to GCN, which requires full-graph access, and TGN, which
imposes a temporal constraint that complicates federated
learning, GraphSAGE offers a better balance of scalability,
flexibility, and performance.
Alert Investigation. Validating alerts in systems like MIRAGE
is critical for reliability and avoiding alert fatigue [42]. Tra-

ditionally, security analysts manually review alerts based on
activities within local provenance graphs, but this process is
time-consuming, error-prone, and lacks scalability and pri-
vacy. Privacy-preserving techniques such as Secure Multi-
party Computation (SMC) [36], Homomorphic Encryption
(HE) [86], and Zero-Knowledge Proofs (ZKP) [32] can ad-
dress these challenges. SMC enables collaborative alert vali-
dation while preserving input privacy, HE ensures confiden-
tiality during encrypted data analysis, and ZKP allows one
party to prove an alert’s validity without revealing additional
information. We identify privacy-preserving alert verification
as a promising research direction. We leave it to future work to
develop methods for privately sharing alert data with a central
server, enabling analysts to perform attack analysis.
Comparison with Existing FL Solutions. We also evaluated
our approach against existing federated learning solutions de-
signed to address data heterogeneity, specifically FedProx [57]
and FedOpt [19]. FedProx adds a proximal term to penalize
deviations from the global model, while FedOpt employs a
server-side optimizer for aggregating client updates. In our
experiments across the OpTC, E3, and E5 datasets, both meth-
ods showed improvements over standard FedAvg but did not
match the performance of MIRAGE. FedProx’s emphasis on
global consistency limited its ability to capture client-specific
patterns, resulting in higher false alarm rates. FedOpt, while
effective at aggregating updates, struggled with the highly
disparate updates common in heterogeneous system logs.
Our ensemble-based approach, which combines process entity
categorization with semantic vector harmonization, proved
more effective at preserving client-specific patterns while still
enabling meaningful aggregation across diverse environments.

VII. CONCLUSION

We introduced MIRAGE, a privacy-preserving intrusion
detector that combines federated provenance graph learn-
ing with secure Word2vec harmonization and process en-
tity categorization-based GNN ensemble training. MIRAGE
addresses data heterogeneity, preserves client privacy, and
reduces network overhead. Evaluations on large datasets show
that MIRAGE matches centralized PIDS in accuracy and scales
better.
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APPENDIX A
DETAILED PRIVACY-PRESERVING WORD2VEC

HARMONIZATION ALGORITHM

Algorithm 2 presents our privacy-preserving Word2Vec har-
monization pipeline across N clients. Each client encrypts
token identifiers with a shared symmetric key and sends
encrypted token–vector pairs to a utility server, which merges
overlaps by averaging vectors under encrypted identifiers. The
resulting harmonized model Mw2v-harm is then distributed back
to all clients.

APPENDIX B
RQ5: ABLATION STUDY

In this ablation study, we analyze the impact of key param-
eters within MIRAGE.

Algorithm 2: Privacy-preserving model harmoniza-
tion.

Inputs : Client Word2Vec models
{Word2vec1,Word2vec2, . . . ,Word2vecN}.

Output: Harmonized Word2Vec model Mw2v-harm sent to clients.

/* Central server distributes symmetric encryption key
to each client. */

1 foreach client Ci do
2 Send key to Ci

3 end
/* Clients encrypt token identifiers. */

4 foreach client model Word2veci do
5 foreach token t in Word2veci do
6 t̃← Enc(t, key) Send (t̃, Word2veci[t]) to Utility Server
7 end
8 end
/* Utility server merges models using encrypted

identifiers. */
9 TokenV ectors← InitializeEmptyDictionary()

10 TokenCounts← InitializeEmptyDictionary()
11 foreach received pair (t̃, V ector) do
12 if TokenV ectors.HasKey(t̃) then
13 TokenV ectors[t̃]← TokenV ectors[t̃] + V ector
14 TokenCounts[t̃]← TokenCounts[t̃] + 1
15 else
16 TokenV ectors[t̃]← V ector
17 TokenCounts[t̃]← 1
18 end
19 end

/* Average the vectors for overlapping tokens. */
20 foreach token t̃ in TokenV ectors.Keys() do
21 TokenV ectors[t̃]← TokenV ectors[t̃]/TokenCounts[t̃]
22 end
23 Mw2v-harm ← NewModel(TokenV ectors, TokenV ectors.Keys())
24 foreach client Ci do
25 Send Mw2v-harm to Ci

26 end
27 return Harmonized model Mw2v-harm has been dispatched to all clients.

A. Effect of federated averaging rounds

We employed the DARPA E3 dataset to examine the impact
of federated averaging rounds on detection performance. Our

methodology involved training the model over a range of
federated averaging rounds and subsequently evaluating the
model’s detection capabilities. The outcomes are depicted in
Figure 5, which shows that detection performance improves
up to a certain number of rounds before declining due to
overfitting. Notably, this inflection point is also characterized
by a minimal decrease in training loss, suggesting that the
model has reached its learning capacity. This observation
proves to be a valuable metric for determining the optimal
moment to stop training, thereby preventing overfitting and
ensuring optimal model performance.
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Fig. 5: Federated averaging rounds vs detection performance using
E3 dataset.

B. Effectiveness of Word2vec harmonization

We evaluated the effectiveness of our Word2vec vector
harmonization scheme through two experiments using the
OpTC, E3 and E5 datasets. In the first experiment, each client
utilized its locally trained Word2vec model to encode semantic
features during the training process. In the second experiment,
we harmonized the individually trained models into a central
Word2vec model using the utility server architecture, as ex-
plained in Section IV. Then each client used this centralized
model for generating semantic features. Table IV presents the
average results for the DARPA E3, E5 and OpTC datasets. By
employing the harmonized models, we achieved significantly
better detection outcomes. This is because these local models
encode different information for identical tokens across hosts.
Such variability leads to heterogeneity in the feature space for
the GNN model, impairing the model’s ability to generalize
and converge effectively during the federated learning process,
thereby yielding suboptimal results. However, through our
novel, privacy-preserving aggregation of these semantic mod-
els, we have addressed this issue by merging the information
in these models together to give the GNN more generalized
input vectors.

C. Effectiveness of categorized graph learning

To examine the effectiveness of our process categorization
based GNN ensemble technique, we conducted experiments
comparing our ensemble technique against a single model
approach in a federated setting. Specifically, for the ensemble
method, we designated the number of categories to be 10. This
approach standardizes all processes across various hosts into
10 distinct categories, ensuring that the GNN models learn
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similar distributions regardless of the host. Such standardiza-
tion is crucial for mitigating the impact of heterogeneous dis-
tributions and data imbalance during the federated averaging
process. Table V reports the average results for the DARPA
E3, E5 and OpTC datasets. The results indicate that utilizing
categorized ensemble models yields superior performance.
This improvement is attributed to each sub-model’s enhanced
ability to concentrate on different patterns of system activity
from different clients, thereby reducing the likelihood of these
patterns becoming conflated during the federated averaging
process.

TABLE IV: Effectiveness of Word2vec harmonization.

Dataset Type Prec. Rec. F-Score

OpTC
Local 0.58 0.97 0.73

Harmonized 0.90 0.92 0.91

E3
Local 0.83 0.96 0.89

Harmonized 0.96 0.99 0.97

E5
Local 0.81 0.94 0.87

Harmonized 0.98 0.98 0.98

TABLE V: Effectiveness of categorization-based ensemble learning.

Dataset Type Prec. Rec. F-Score

OpTC
Single 0.86 0.91 0.88

Ensemble 0.90 0.92 0.91

E3
Single 0.89 0.99 0.94

Ensemble 0.96 0.99 0.97

E5
Single 0.92 0.96 0.94

Ensemble 0.98 0.98 0.98
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